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1. four comscnlg are requested on 1 he attached pagers vfcich the undersigned 
jfroposes to present to the working (broup of the AFSAC AS fioc Cswaitteo an Olohal 
Pl a nning . 

g» It is proponed that those pepero will fora a tab to the repeal of the 
Wotehag Croup. Copies of other ta bs to the report ere not availabl e at this ttae. 
ffesentittlly they greaeat p lana for i "l and wertlae 



Whey will iaelude» 



a. A windy of the aftraateass and jjUggvantggee inherent in 



b. A plan for O.S. (JXcfcal CCKXB? structure in wartiae based m existing 
structure. 



collaboration in wartisw, based an existing structure* 



e. A plan for 

A. BeeoaacsAationo regarding, 
lx vartisc, baaed en existing structure: 

m. flans sod raectsaeadatiooa as in b, e, az$& 4 shove, including 
(i) currently authorised expansion, (g) planned warfciao Mobilization ©apanclon, 

She jpepers attached hereto are "additions* In the sense that AF3A <nrer~ 
seas j j wrta l i aUopa too not been included in tfcs tabs Mentioned in paragraph 2 
above, fbese pa per s are based essen tiall y on tha plan contained. In Jtaelotmre "e" 
to the draft study on &SA Overseas iaetollatiotm which has previously been eir- 
sulatsd within AfSA. Appe rd i x k to the attached Sab 1, Part I, is a chart now In 
preparation, 

A. It is anticipated that revised versions of the attached papers will be 
sdteaitted to the Parking Group about l August, four ccro a en tg and suggestions 
would therefore be appreciated by 30 July. 
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. TAB £ PART I 

A PLAN FOR tLSc GLOBAL COMINT STRUCTURE IN WARTIME s 
BASED ON ADDITION CONSIDERED TO BE TO U.S„ ADVANTAGE 

PURPOSE 

1. To describe an adequate wartime US, G0M1NT structure, 

SCOPE' 

2<j This structure includes the COMINT organisations of the Araed 
Forces v 

RESPONSIBILITIES 

3 The Secretary of Defense and the Joint Chiefs ©f Staff haw 
assigned GQMXNT responsibilities as follows; 

Th® Array a Navy, and Air Pore© are responsible for; 

Cl) Providing fixed intercept installations as authorised by 
the Joint Chiefs of Staffs Such installation® are manned 
and administered by the Service providing the% but are 
operationally directed by AFSAc 

(2) Providing mobile intercept facilities required by thpir 
respective Services, Such installations are manned., 
admlnisteredg and operationally controlled by the in«- 
dividual Service., but may be used to perform special 
mission® for AFSA as requested by the Director thereof 

(3) Processing as needed for intercept, control and for combat 
intelligent®, Exploitation by each Service applies only 
to material of operational interest to that Service, and 
should not entail undesirable duplication of AFSA process- 
ing, 
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(4) Research and development as required for authorized 
intercept and processing: 

b 0 AFSA is responsible for all other CGMXNT activities in the 
Department of Defense? Some of these activities are listed in the 
Appendix to JCS 2010 and the Enclosures to JGS 2010/6 & They include 
responsibility for formulating and*, after approvals implementing plans*, 
policies s and doctrine relating to COMINT for the Armed Forces 6 and p©r=» 
forming such other functions as the Joint Chiefs of Staff may direct*, 
including: 

(1) Operational direction of fixed intercept installation manned 
and administered by the Army, Navy*, and Air Forest 

(2) Production of COMINT in accordance with approved plans and 
policies and conduct of all operations necessary to the pr©= 
duction of such intelligence except those listed in sub- 
paragraph a above a 

(3) Coordination within the Department of Defense of individual 
Service cryptologic activities and those of AFSA 6 

(4) Provision of technical support to the Aray 9 Navy, and Air 
Force in their conduct of COMINT activities? 

(5) Collaboration with foreign COMINT agencies in accordance with 
United States Communications Intelligence Board (USGXB) policies 9 
and provision of the USQIB Coordinator and Executive Agsnt*, 
together with such assisting personnel as may b© required? 

4? The activities utilized separately by AFSA and the Services 
to fulfill these responsibilities are shown in AFSAGx 63 / 36 *, with ex- 
planatory flow charts and othe/~ data? The presentation includes all 
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existing and currently authorized pre=mobllization activities s but only 
those planned wartime activities which are incorporated in approved 
mobilization plans 0 



ASSUMPTIONS . . 

5c, That the U 0 S 0 wartime global COMINT structure will be based 

upon the activities described in AFSAC : 63/360 

60 That COMINT responsibilities in wartime will be as indicated 
in paragraphs 3a and 3 b above. 

That in wartime there sill be continued agreement "in principle 
that there should be full integration of the overall comauinicatioaa 
Intelligent® effort to maintain maximum coverage g minimum duplication * 
and complete availability of entf-produets to the Services 0 ,l! ^ 
discussion 

g 0 The activities listed ia AFSAC t 63/36 provide am adequate basis 
for development of a wartime global COMINT structure, 

9/ T#©se activities are nofc adequate to permit fulfillment of all 
the responsibilities referred to in paragraphs 3 a and 3 b above u Detail® 
of these inadequacies are shown In Appendix X 6 

10 o ,xFSASs 63/36 does not indicate adequate provision for integra- 
tion of^h© SQUINT effort mentioned In paragraph 3c above,, Details of 
the requirements for integration and coordination are shown in Appendix 2 , 



1 

An Intew=S<&ice agreement stated prior to the formation of AFSA s as 
cited in a aiorandua. by the Secretary of Defense (Snc!©s?ir* to 

JCS 2010 / 1 $ 
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11« An adeq.ua to plan for the vsirtime U 0 S 0 global OOMIW structure 
would Include all of the activities listed in AFSAC 63/36, and would 
in addition include AFSA Field Activities in major areas of operations 
where more than one U 0 S 0 Service is engaged,, The mission of AFSA 
Field Activities is outlined in Appendix 3o 

12o Appendix 4 shows graphically the U<*S«, global COMIUT structure 
envisioned o 
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INADEQUACIES OF AFSACs 63/36 

1<, The COMINT activities described in AFSAG: 63/36 are inadequate 
to permit fulfillment of assigned responsibilities « This inadequacy is 
occasioned by the failure to provide for AFSA activities outside the 
continental United States Q Specific responsibilities which Cannot b© 
fulfilled are outlined below: 

INTERCEPT AND PROCESSING RESPONSIBILITIES 

2u Army 9 Navy® and Air Force intercept and processing responsi- 
bilities cannot be adequately fulfilled unless Service units have timely 
access to AFSA# which is their principal source of information regarding 
targets and of other types of technical support 0 

3 0 AFSA intercept and processing responsibilities cannot be 
adequately fulfilled if all AFSA unite are too remote frcm their sources of 
traffic and pertinent collateral information,, 

TECHNICAL SUPPORT AND COORDINATING RESPONSIBILITIES 

4o AFSA cannot fulfill its responsibility for providing technical 
support to the Services and for coordinating COMINT activities without 
on-the-spot participation and Investigation and without shortened lines 
of communications ,> 

CONDITIONING FACTS 

5? These considerations are based upon' two facts: 

ao Basic COMINT resources consist of experience p technical 
and collateral information (current and historical), and special equipment 
These resources, which formerly were distributed among the individual 

5 Appendix 1 
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Services 3 now belong collectively to all tile Services 0 sro centralized 
in AFSA # and do not exist in appreciable quantities outside AFSA 0 An 
Important wartime product of these resources is technical support to 
Service unite processing combat COMINT o They must be used to maximum 
advantage to supply this technical support o 

b« Adequate rapid comsunioations will not be available in wartime 
to oerry raw traffic to the continental U«So in the quantities in which 
AF5A will require it« 
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APPENDIX 8 

INTEGRATION AND COORDINATION 
INADEQUACIES OF ASSAC: 63/36 

1, The data presented in AESAG 63/36 do not provide for wart ins® 
implementation of the agreed principle of integration "to maintain 
maximum coverage » minimum duplication, and complete availability of 
end-products to the Sezviceso" 

CONDITIONING FACTS 

2o This agreed principle ia conditioned by the following facts: 

8 0 Technically, CQMENT is not effectively divisible along 
Service, national, or geographical lines* 

bo Service intelligence interests and control requirements 
are such that complete integration is not feasible 

Co For each specific problem, the best possible compromise 
must be found between technical demands for integration on the one hand 
and Service requirements on the other* 
mXLMJM COVERAGE AND MD3BSJM DUPLICATION 

So Wartime integration, particularly under field conditions, is 
severely limited by the fact cited in paragraph 2b above* "l/ajdjffiam 
Coverage* and "minimum duplication" arc attained rather by coordination 
than by integration 0 

7 Appendix S 
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4o Coordination may take the following formas 
a» Sharing of Intercept and D/S’ assignments 
ho Joint operation of D/B 1 nets 
Co Exchange of raw traffic 
d, Exchange of technical infozmatioa 

®o Exchange, loan, or pooling of personnel and specialised 
equipment 

fe Other exchange, sharing, or pooling of effort as required 
hy the local situation* 



* 5* The degree of coordination governs the amount of coverage 
obtained and the amount of duplication eliminated, 

€<> AFSAC 63/36 lists isolated exchanges of traffic and in- 
formation which have taken place, subject in each case to approval 
of higher Service authority, but does not show any further coordina- 
tion os? depict any structure for effecting overall coordination. An 
adequate plan for a U«S 8 global QOMEKr structure must provide: 

a* General agreement among the Services upon implementation 
of coordination, 

ho In each major theater of operations where th© forces of 
more than one U.S. service are engaged; 

(1) A single pool of information on the operations and 
targets of all C0MH7I units in that area; 

(2) Machinery for insuring necessary collaboration on 

intercept and processing missions; exchange , loan, 

8 Appendix 2 
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and pooling of talent, equipment, and information on 
missions of common interest; elimination of undesir- 
able duplication; and all practicable comparison of 
©nd-product prior to release*. 

a® Direct comssmleations among the major areas of operations, 
for the exchange of technical info mat ion end end-product* 

7o A5BAC 63/36 suggests no ma chins ry for insuring complete avail- 
ability of the end-product as required to all the services, nor for 
technical comparison of tfc© end-products of the various unite* No pro- 
vision is mad® for joint CQMHJT support of DoS. Unified Commanders or of 
supreme international commandere* An adequate plan for a UoSo global 
GOMDST structure must provide; 

a* Maximum possible technical comparison and collaboration 
among all Services in preparation of the end-produoto 

be Complete exchange of end-product at technical and intel- 
ligence levels* 

Co Joint COMEIST support of U«S» Unified Commanders and of 
Supremo Commanders at integrated headquarters*. 

8« AFSA is a coaplotoly unified and integrated organization with 
component a from all three Services* 
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APPENDIX 3 

AFSA. FXEED ACTIVITIES 

Tbs mission of an AFSA Field Activity will be to: 

lo Coordinate tbs operations of Service COMINT activities in tho aroa; 
coordinate thes© activities with those of AFSA; and, coordinate those activ- 
ities with the GOMXNT activities of any foreign power in the area with whom 
COMINT collaboration is authorized by the United States CoDramieatloaa 
Intelligence Board (USCIB) or the Joint Chiefs of Staff* 

go Provide technical support, including specialized training and per- 
sonnels to Service COMINT activities in the area* 

3* Conduct field solution and exploitation, within its capabilities 
and as directed by the Director, AFSA, on material obtained from intercept 
in tho area of its location, whenever \ it is datenainod by Joint agrssaest 
that such solution and exploitation is beyond the capabilities of individual- 
Sorvics unite in the area and that ouch solution and exploitation can b© 
moat affectively and efficiently accomplished in the AFSA Field Activity* 

4* Conduct cryptologic interrogation of prisoners of war or other 
foreign personnel, a 23d conduct th© integrated collection and examination 

of captured cryptologic documents and equipment , In the area* 

\ 

5« Support any Unified COBsoarder in the area as required by him, and 
provide COMINT information which it produces to authorized recipient in 
integrated. Unified, and individual Service commands in the area* 

10 Appendix 3 
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COMU'SC Collaboration in Wartime 



Based on Additions considered to b© to U,S. Advantage 

1* Collaboration Implementation in th e Field, la order to implement 

collaboration in tbs field it is proposed, that 



and coordinato 



a USCIB Coordinator Field Representative (USCIB COFRBP) be designated, 
subject to USCIB approval, within the area of , or within the forces 
attached to, ©seh Unified and major Service command, sojsially aa 
follows (a©a Appendix 4 to TAB E, Part l)s 

Qo In areas whore no AFSA Field Activity is operating; 



COMMEND 

Type 1 and 2 GonEand 
Typo 3 and 4 Command 
Type § and 6 Command 

b» In all other araas; 
command 

All Types of Ckmmn&s 



COFRSP 

CoO, of the ASA Unit (Senior) 
Senior QIC of the C0LI&5UPACTS 
G.Q» of the USAFSS Unit (Senior) 



COFREP 

Officor«in<=>Chargo 9 AFSA Field Activity* 



3« Authority and Responsibility of the USCIB COFREP, USCIB will del©® 

>wm. m u w wuHfror i w wm tamianipium tm** ** * * naapWMW* * ' .Mm — w '. »^ nw.r w « www»nM iw»iaisMa»te» 

gat© authority and responsibility to the COFEEEs os follows: 

a» To coordinate, arrange, and authorise, within the liiaits to he 
prescribed in an agrsesaent between and USCIB, ouch collaboration 



between the U«S« military COMENT activities supporting the forces of the 



Unified or major Service ecsunaad concerned and th® appropriate! 
COMSST activities* 
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bo To terminate such collaboration when mutiny desired, but 
only with the concurrence of the heads of cryptologic agencies eon- 
earned or when directed by US GIB , 



c* To report to the USCIB 



Coordinator the initiation of all col* 



Xa bo ration so arranged and authorized, and termination thereof « 
do To coordinate arrangement a for the entry and visit of I" 



GOMEHT representatives into the area of the command , subject to the 
approval of tha USGIB Gcordiaator and th® offipnandor; or for th© visit 
of TJ 9 S 0 GOMUJT represents tivos to | | CQMXHT Units whore applicable* 

Note !«. It is- recognized that collaboration between an U«3a Service 
COMUST Unit and a COMIST unit of a different ! I Service 
(e,g», TJ*S* Bavy -D will be desirable under certain cir* 
cumatanoes and will ba authorized when mutually desired* 

Koto 2* Intor-thsater U.S. O collaboration may be desirable 9 es- 
pecially as regards the exchange of selected raw traffic* 

The USCIB CGFREPS of the theaters concerned nay coordinate 
and arrange such intcjM; heater collaboration; th© COFBKP 
initiating the arrangements reporting to USCIB Coordinator* 

3* USCIB CQffBBP Limits of Action . The USCIB COFSSP shall be limited 
in his action, except with explicit prior approval by USCIB is each 
instance, to arranging and authorizing collaboration betwoon u e s* and 
boMIKT units as set forth bolcw: 



2 




a* While It is not intended that saoh instance of assistance bo 
necessarily reciprocated in Mad, it shall be a guiding principle that 
aoiue benefit bo reasonably expected to acerue to the giving nation® 
b® All exchanges of CC&ilHT results and technical Infoxaiatioa. 
shall be consistent with existing intelligence dlseomination. policies 
and confined to those levels of information to which the COMIM’ unite 
eaKoemed are otherwise restricted* Share exchanges are to be carried 
on between units limited to different levels , the exchange will bo 
limited to the lower level* Ko exchanges will be initiated without 
prior approval of ths USCIB Coordinator in each instance if they adversely 
affect exchanges with activities outside the area over which the 
TJSCIB CQFBSP has jurisdiction* Subject to the above, axeharg© ie 
authorized as follows: 

(1) 9/F bearings and fixes 

(2) Technical information 

(3) Decrypts, traffic analysis reports and other CQMINT results* 
c* Exchange of raw traffic, not otherwise restricted, in support of 

processing for intercept control or for production of caaba t iatelligsnca, 
la authorized. 

d* Intorworhing of D/F nets is authorized* 

q* Interchange . of intercept coverago control of facilities avail** 
able in excess of own current requirements is authorized. 
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fo Sharing of intercept attfi processing a ssigmesi s is mthorisse&o 
gc Ebcchaage of planning information relating to fataa-e CfCMEET 
operations and capabilities is authorized.. 

ho Provision of COffflST results to SSOs or equivalent of opposite 
nationality 9 in ooasoaeae® with o^iotAug dlssaaiaatioa polloiee is 
authorized.. 



oonaonsaoc with 



Sarvioa Standardisation agr®et»snt-3 concluded is 



Agrseiasntfa) siss 11 govern* 



jo EsKhaRgo of personnel for liaison or training ■Kill bo carried 



oa between 



C-OMET Unit a as mutually desired* Such exchange 



will ho Halted to personnel actually attsofcad to tho unite coBoarncd v 
oxeapt where USCIB and | j aggeo to tha astabllahmexit of specific 
liaison billots* 

ko Collator®! inffexinat ioa shall ha exoha aged or fnraiahed to 



opnoait© parties only ia accordance with the cmrrest 



Agreement* 



Acovjoe to iaforssatios. by osshanged pers« 2 iE«X aha 11 be restricted aosor&« 
iagXy* 

, Xo The security provisions of the current r I Agreoaimt shell 
govom ia sll collaboration euthoriss&o 

m-j Collaboration between UoS* Havel CasmuniostAon Supplea-mt a ry 



D®tis<ih»enta afloat and equivalent 



detaofcnsa&iiu will be 



Halted to the ©xchsxg® of garacanel for training purposes* 

4 0 Collaboration b«tws©& Service CQMDST U nits end 
Xaborstlon between say Service SOMIHT activity in tho field and 
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Easy ba arranged by % ho Chiaf of the cryptologic eg<mcy of the 
sp propria to Service through USC IB channels* 

5 a OoaBmiiCEitxonB for Field C ollabora tion* Within capabilities of tho 
Services concerned, electrical CKwuwiai cations may b@ established as 



necessary to further the 



collaboration ia the field* Gryptosystocce for 



combined use will be provided 83 appropriates Existing or special courier 
or mail channels should be utilised share practicable* 

6* Collaboration at AffSA, "1 land Service Cryptologic Hoadquartc 



Level* UoSo 



OOMEKT 



collaboration at the AF£A„ | | sad Service 



cryptologic headquarters level ia authorised sad tho method of implement a t ion 
delineated by the present Agreement* The provisions of the prenant 

| | Agreement for collaboration at this level are considered satisfactory* 



7 0 Collaboration with 



tion at this level are considered oat is factory* 
Tho provisions for eollebora® 



tion set forth in this plan do not apply to the cryptologic activities of 



the several 



except as expressly provided 2tor elsewhere 



by the 



Agreement* It is contemplated that e separate similar 



agreement will be con eluded with 



and that cases involving th® other 



NotSo 



11 be considered by BSCEB whoa the need for collaboration arises* 



Agreement, Appendix J (1948) » refers to ths| 
tho agro amenta that exist botwoon 



these 



the contemplated 



USC1B actions toward © ©Elaborating 



with those 



as wall as restrictions on such collaboration* 



& 
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Appendix ? » paragraph 9 states: 

| Kill bo the channel through which all Cffi&NS item 
produced by the other 



agencies 



i except 



will be form ? dad to the U 9 S 0 Agasciea 
and through which the aaao materials produced by the XJoSo 
Agencies will be forwarded* whenever appropriate, to 

recipients (except 



other 



8 o Combined UoS 



€ 



MINT Un itao 1h» combining of U 0 S 0 Service 



COIUKT Unite and l 1 CCMUfl Units may bo desirable to cox-tain cats©® 
and undesirable in others* If ei raurao t anesa indicate th© desirability 

I agreement in. each. 



of combined units thsy will be subject tq 



instance, with appropriate provisions for mission, task aaeigntEsat , 
technical support, and admin 1st rat Ire reopens ibilityo 
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